
 

 

 

 
 

 

 

Data Protection Policy 

 
 

 

 

DOCUMENT HISTORY 

 

Policy reviewed and adopted by Trustees December 2018 

Reviewed March 2022 

Review frequency One Year 

Date of next review March 2023 

Responsible Officer Data Protection Officer 

 

 



 

Data Protection Policy 

 

This document is a statement of the aims and principles of the Prosper Learning Trust, for ensuring 

the confidentiality of sensitive information relating to staff, pupils, parents/carers and governors. 

This policy should be implemented within the context of the vision, aims and values of each of our 

academies. 

 

1. Introduction 
 

Prosper Learning Trust and its academies need to keep certain information about its employees, 

students and other users to allow it to monitor performance, achievements, and health and safety. It 

is also necessary to process information so that staff can be recruited and paid, courses organised 

and legal obligations to funding bodies and government complied with. To comply with the law, 

information must be collected and used fairly, stored safely and not disclosed to any other person 

unlawfully. To do this, Prosper Learning Trust must comply with the Data Protection Principles which 

are set out in the Data Protection Act 2018 and GDPR 2018.  

 

In summary these state that personal data shall be:  
 

 obtained and processed fairly and lawfully and shall not be processed unless certain 

conditions are met 

 obtained for a specified and lawful purpose and shall not be processed in any manner 

incompatible with that purpose 

 adequate, relevant and not excessive for that purpose 

 accurate and where necessary, kept up to date 

 not kept for longer than is necessary for that purpose 

 processed in accordance with the data subject’s rights 

 kept safe and secure, from unauthorised access, accidental loss or destruction 

 not transferred outside of the European Economic Area 

(Appendix 1 defines some of these statements further)  

 

Prosper Learning Trust and all staff or others who process or use personal information must ensure 

that they follow these principles at all times. In order to ensure that this happens, the Trust has 

developed this Data Protection Policy.  

 

2. Status of this Policy  
 

This policy does not form part of the contract of employment for staff, but it is a condition of 

employment that employees will abide by the rules and policies made by the Trust.  Any failures to 

follow the policy can therefore result in disciplinary proceedings. 

 

 

 

 



 

3. The Data Controller and the Designated Data Controllers  
 

Prosper Learning Trust as a body corporate is the Data Controller, and the Board of Trustees are 

therefore ultimately responsible for the implementation of the Data Protection Policy.  
 

Prosper Learning Trust has appointed a designated Data Protection Officer who deals with day to day 

matters, is the named person in the notification to the Data Protection Commissioner and oversees 

implementation of new regulations brought about by GDPR.  
 

4. Responsibilities of Staff  
 

All staff are responsible for:  
 

 Checking that any information that they provide, in connection with their employment is 

accurate and up to date 
 

 Informing the relevant academy of any changes to information that they have provided, e.g. 

change of address, either at the time of appointment or subsequently. The academy cannot be 

held responsible for any errors unless the staff member has informed the academy of such 

changes 
 

 Attending all Data Protection Training offered and implementing any changes needed into their 

working procedures  
 

If and when, as part of their responsibilities, staff collect information about other people (e.g. about a 

student’s course work, opinions about ability, references to other academic institutions, or details of 

personal circumstances), they must comply with the guidelines from Data Protection Training and this 

and other relevant policies.  
 

5. Data Security  
 

Prosper Learning Trust undertakes to ensure security of personal data by the following general 

methods: 
 

 Physical security 
 

Personal information is kept in a locked filing cabinet, drawer or safe.  Only authorised persons are 

allowed in the offices. Offices are locked when not in use. Visitors are required to sign in and out, to 

wear identification badges whilst in the academy and are, where appropriate, accompanied. 
  

 Logical security 
 

Computerised data is coded, encrypted or password protected both on a local hard drive and on a 

network drive that is regularly backed up. If a copy is kept on any removable storage media, that 

media must itself be kept in a locked filing cabinet, drawer, or safe. 
 

Security software is installed on all computers containing personal data. Only authorised users are 

allowed access to the computer files and password changes are regularly undertaken.  

  



 

 Procedural security 
 

In order to be given authorised access to the computer, staff will have to undergo enhanced DBS 

checks and will be made aware of the relevant policies. Computer printouts as well as source 

documents are shredded before disposal.  
 

All staff are made aware of their Data Protection obligations. 
 

Individual members of staff can be personally liable in law under the terms of the Data Protection 

Acts. They may also be subject to claims for damages from persons who believe that they have been 

harmed as a result of inaccuracy, unauthorised use or disclosure of their data. A deliberate breach of 

this Data Protection Policy will be treated as disciplinary matter, and serious breaches could lead to 

dismissal. 
 

6. Rights to Access Information 
 

All staff, students, parents and other users are entitled to:  
 

 Know what information the Trust and its constituent academies hold and process about them 

or their child and why 
 

- The Trust will publish Privacy Notices (Appendix 3) on their website and display boards, 

informing all staff, pupils and parents and any other relevant users, the personal data held 

about them. This will state all the types of data the Trust holds and processes about them, 

and the reasons for which they are processed. 
 

 Know how to gain access to it  
 

- All staff, students, parents and other users have a right to access certain personal data 

being kept about them either on computer or in files.  Any person who wishes to exercise 

this right should make a written request or complete the Subject Access Request Form 

(Appendix 2 – available on website) and submit it to the Data Protection Officer (Where a 

request for subject access is received from a student, it will be processed as any subject 

access request and the copy will be given directly to the student, unless it is clear that the 

student does not understand the nature of the request, when it will be referred to their 

parents or carers.) 
 

- The Trust aims to comply with requests for access to personal information as quickly as 

possible, and will ensure that where possible it is provided within 30 days in order to adhere 

to GDPR. We can apply a discretionary extension of up to two months to comply with the 

request if the requested information would take a considerable amount of time to collate, 

redact, and prepare for disclosure due to either the complexity or voluminous nature of the 

records. 
 

- Where a Subject Access Request (SAR) is made for information containing in whole or in 

part, a pupil’s “education record”, a response must be provided in 15 days and there will be 

no charge  



 
 

 Know how to keep it accurate and up to date 

 

- Updates of staff and student data will be requested yearly in order to ensure data is kept up 

to date 
 

- Parents/carers are requested to inform their academy’s office if their contact details change 

 Know what the Prosper Learning Trust  is doing to comply with its obligations under the Data 

Protection Acts 
 

- This Policy and the Privacy Notices are available on the Trust’s website to inform all parties 
 

- Training will be provided regularly for all staff to ensure an understanding of responsibilities 

of Data Protection and new regulations as they are adopted 
 

 Request that some data is erased or processing is restricted (especially in relation to 

automated processes) 
 

 Request that data is transferred when required 
 

 Object to the processing of their data 
 

7. Subject Consent  
 

In many cases, the Trust can only process personal data with the consent of the individual. In some 

cases, if the data is Special Category Data, as defined in the Data Protection Acts, consent must be 

obtained unless specific reasons are fulfilled. 
 

Consent must be: 

• Freely given, specific, informed and unambiguous indication of the subject’s wishes 

• Clear, affirmative action (a positive OPT-IN) 

• Cannot be inferred from silence or inactivity 

• Consent must be separate from other terms and conditions 

• Must be as simple to withdraw as it was to give 

• Brings additional rights to the data subjects 

• Must be verifiable 
 

Prosper Learning Trust has consent forms which conform to GDPR for use of images and biometric 

information (where required).  If any other information is processed which requires consent the 

relevant forms will be designed. 
 

8. Special Category Data  
 

All posts within Prosper Learning Trust will bring the applicants into contact with children. The Trust 

and its constituent academies has a duty under the Children Act 1989 and other enactments to 

ensure that staff are suitable for the job, and has a duty of care to all staff and students, so must 

therefore make sure that employees and those who use academy facilities do not pose a threat or 

danger to other users.  



 

The Trust may also ask for information about particular health needs, such as allergies to particular 

forms of medication, or any medical condition such as asthma or diabetes. This information will only 

be used in the protection of the health and safety of the individual. 
 

When it is necessary to process Special Category Information, this may be to ensure that the 

academy is a safe place for everyone, or to operate other policies, such as the Sick Pay Policy or the 

Equal Opportunities Policy.  
 

 

Prosper Learning Trust will only process this data if: 

 It is required by employment, social security or social protection law 

 It is necessary to protect the vital interests of a Data Subject 

 It is necessary for reasons of substantial public interest 

 It is necessary for archiving purposes in the public interest 

 Explicit consent has been given 
 

9. Biometric Data  
 

None of the academies within Prosper Learning Trust currently use biometric data of the staff or 

pupils. 

  

10. Publication of Academy Information  
 

Certain items of information relating to Prosper Learning Trust staff will be made available via 

searchable directories on the public website, in order to meet the legitimate needs of researchers, 

visitors and enquirers seeking to make contact with The Trust or its constituent academies.  
 

11.  Retention of Data  
 

Prosper Learning Trust has a duty to retain some staff and student personal data for a period of time 

following their departure from the academy, mainly for legal reasons, but also for other purposes such 

as being able to provide references or academic transcripts. Different categories of data will be 

retained for different periods of time in accordance with the Information Management Toolkit for 

Schools from the Information and Records Management Society, 

https://irms.org.uk/page/AcademiesToolkit.  A Data Retention Schedule is produced from this 

document and is circulated across the Trust at key times to ensure staff are aware of the 

requirements. 
 

12.  Enquiries or Complaints 
 

The Data Protection Policy is available from the Trust website or Academy offices.  
 

General information about the Data Protection Act can be obtained from the Information 

Commissioner’s Office 0303 123 1113, website www.ico.gov.uk. 
 

Any member of staff, parent/carer or other individual who considers that the Policy has not been 

followed in respect of personal data about themselves or their child should raise the matter with the  

Data Protection Officer, Victoria Hall, on 0191 9171246 or Victoria.hall@properlearningtrust.co.uk. 

https://irms.org.uk/page/AcademiesToolkit


 

Appendix 1 

 

Fair obtaining and processing 

 

We will inform all data subjects of the reasons for data collection, the purposes for which the data are 

held, the likely recipients of the data and the data subjects' right of access. Information about the use 

of personal data is printed on the appropriate collection form. If details are given verbally, the person 

collecting will explain the issues before obtaining the information. 
 

 "processing" means obtaining, recording or holding the information or data or carrying out any 

or set of operations on the information or data 
 

 "data subject" means an individual who is the subject of personal data or the person to whom 

the information relates 
 

 "personal data" means data, which relates to a living individual who can be identified. 

Addresses and telephone numbers are particularly vulnerable to abuse, but so can names and 

photographs be, if published in the press, Internet or media 
 

 "parent" has the meaning given in the Education act 1996 and includes any person having 

parental responsibility or care of a child 
 

Registered purposes 
 

The Data Protection Registration entries for the Trust are available for inspection, by appointment, at 

the Academies’ offices or from the ICO website www.ico.org.uk. Explanation of any codes and 

categories entered is available from the Data Protection Officer. Registered purposes covering the 

data held are listed on the Registration and data collection documents. Information held for these 

stated purposes will not be used for any other purpose without the data subject's consent. 



 
  
 

Subject Access Request Form (Do not complete this copy) 
 

Any individual, person with parental responsibility or young person with sufficient capacity has the 

right to ask what data the Trust/Academy holds about them, and can make a Subject Access Request 

(SAR). A SAR can be made using the ‘Subject Access Request’ form, below.  
 

The DPO has been designated as the person who will coordinate the response to a SAR. The school 

is required to provide the individual with the data it holds on them within 30 days.  
 

The response to the SAR will be provided in an electronic form unless specifically requested 

otherwise. It is permissible to ask the individual who has made the request to be more specific about 

the information that they require in order to ensure that the information they are provided with meets 

their requirements rather than providing lots of information that may not be relevant to their query.  
 

Evidence of the identity of the person making the request and their relationship to the pupil must be 

gained prior to any disclosure of information. If a pupil is 13 years or above and able to 

understand their rights under the Data Protection Act, they must sign this form to show they 

agree to the release of information about them.  This will be recorded on the SAR Log. 

 

Data Subjects Details (person whose information you are requesting) 

Title:  

Full Name:   

Date of Birth:  

Address:  

Year Group (if pupil)  

 

Requestor Details 

Title:  

Full Name:  

Address:  

Phone Number:  

Email Address:  

Evidence of Identity: Passport/Driver’s License etc: 

 

Signed by authorised person : 

Status of requestor: Data Subject: Yes/No 

Parent or person with Parental Responsibility: Yes/No 

Other: (Please outline role) 

 

 

Appendix 2 



 
 

 

Details of Subject Access Request 

Details of Data Being Requested  

 

Declaration 

Please complete the statement which applies to you. 

 

 

I, ___________________________________, hereby request that Prosper Learning Trust provide 

the data requested about me. 

 

 

Signed: ______________________________________  Date:__________________________ 

 

Or (if a child is not considered able to understand their rights) 

 

 

I, _____________________________________, hereby request that Prosper Learning Trust 

provides the data requested about ________________________________________(insert 

dependants’s name) on the basis of the authority that I have as parent/carer. 

 

 

Signed: ______________________________________  Date:__________________________ 

 

 

 

 

 

Please return this completed form to Victoria.Hall@prosperlearningtrust.co.uk 

 



 

 

Clear Screen and Desk Policy 

 

Introduction 

Information is an asset. Like any other business asset it has a value and must be protected. Systems 

that enable us to store, process and communicate information must also be protected in order to 

safeguard information assets. ‘Information systems’ is the collective term for our information (both 

paper-based and computerised) and the systems we use to store, process and communicate it.  

This document should be read in conjunction with other information system policies and procedures 

all of which are published on the Trust’s website:  

 Data Protection Policy  

 Freedom of Information Policy  

 Privacy Notices  

 Complaints Policy  

 E-Safety Policy 

 

 

Rationale 

PROSPER Learning Trust (PLT) holds information about pupils, parents and staff in both 

computerised and paper forms, including particularly sensitive Special Category Data (health reports, 

SEN, child protection etc) . The Trust is at risk of a serious data breach of unauthorised access to 

electronic records, when unlocked PC screens are left unattended or when paper records are left on 

desks/workstations overnight or for long periods of time.  Both are at risk of theft, unauthorised 

disclosure and damage.  

Clear desks and clear screens protect against a data breach and also ensure that the Trust projects a 

professional and efficient image to visitors, members of the public and colleagues.  

Appendix 3 



 

Roles and Responsibilities  

It is important that all staff understand what is required of them and comply with this policy.   

All staff are responsible for ensuring the information on their desk/workstation or screen is adequately 

protected in compliance with all relevant school policies and procedures.  

Line Managers have a responsibility to ensure their staff are following procedures. 

The Data Protection Officer has the responsibility to advise the Trust on data protection legal 

obligations and procedures to keep data safe, and to monitor compliance across the trust. 

Scope 

This policy applies to everyone who has access to the PLT’s information, information assets or IT 

equipment. This may include, but is not limited to employees of the PLT, trustees and governors, 

temporary workers, partners and contractual third parties.  

All those who use or have access to information must understand and adopt this policy and are 

responsible for ensuring the security of the Trust’s information systems and the information that they 

use or handle.  

This policy sets out PLT’s requirements for each member of staff to protect any documents or records 

which are kept at their desk/workstation either temporarily or permanently and covers records in all 

formats including:  

 Paper  

 Electronic documents  

 Emails  

 Visual images such as work related photographs  

 Audio and video CDs, DVDs etc 

 Memory sticks and portable hard drives  

 Databases  



 

Clear Desk Procedure   

All personal information about pupils, parents or staff must be locked away when not in use and 

never left unattended. Ideally, all staff should leave their desk paper free at the end of the day.   

Ensure that you select an appropriately located printer where you are able to retrieve your printing 

immediately. Do not leave personal information for others to find.  Coded printing will be used where 

possible when appropriate. 

An easy way to comply with the clear desk procedure is to work with electronic documents whenever 

possible – “Do you need to print it”?  

Ensure documents are disposed of securely. Never put documents containing personal or corporate 

sensitive information in the general waste bins. Use the confidential paper shredding boxes.  

All Portable Computing & Data Storage Devices (PCDs) such as USB data sticks, mobile phones and 

laptops should be locked away at the end of the working day.  

 

Clear Screen Procedure  

Always lock the desktop when leaving the workstation/desk unattended. If using a shared 

workstation/desk log off rather than lock it. If anticipating an absence of more than 30 minutes log off 

or shutdown the computer. This also applies when using a laptop.   

Pressing CTRL+ALT+DEL and clicking ‘Lock this computer’ is straight forward and simple. However, 

a windows key combination is even simpler. Press windows key + L and your computer will lock 

automatically. (The windows key can usually be found in the bottom left of the keyboard and looks 

like a flag/window.)  

To unlock press CTRL+ALT+DEL and log back in.  

Always be aware of the position of the screen on your workstation. Wherever possible, ensure that it 

cannot be seen by unauthorised people while in use.  

 

Always shutdown all computers at the end of every day!! 



 

Monitoring Procedure 

Line Managers should make random spot checks throughout the year, on unattended desks/screens, 

particularly when rooms are empty and at the end of the day. 

Please document on the Monitoring Form below and return to the Data Protection Officer at the end 

of each school year. 

Clear Screen and Desk Monitoring Form 
 
Line Manager: 
 

Date Name Clear 
Desk 

Clear 
Screen 

Action Taken 

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

  

 


